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Web Browser
We All Deserve?

an We Build a
Privacy-Preserving

The web is the biggest legacy application ever developed or supported

by software engineers, but it’s also blurring the line between the

consumption of data and the leaking of personal details. Browser
makers may be the only line of defense.
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rowser vendors constantly evaluate the capabilities of web features to find the
right balance between enhanced experiences for the web while also preserving
user privacy, weighing the legitimate desires of well-intentioned web innovators
with the expected abuse of that same functionality by the ill intentioned. On

one hand, web features allow websites to provide a rich user experience; on the other
hand they allow adversaries to abuse their capabilities in an attempt to gather as

much information about end users as possible. Hence we ask: Can we build a privacy-
preserving web browser we all deserve?

The internet is a global computer
network that consists of public, pri-
vate, academic, business, and govern-
ment networks. To date, it provides
the largest collection of information,
resources, and services on the planet.
User agents, primarily web browsers,
allow users to retrieve and display in-
formation, and experience all the dif-
ferent kinds of applications the World
Wide Web has to offer. At the same
time, current web architecture can
trick web browsers into leaking confi-
dential user information.
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To mitigate this abuse, all ma-
jor browser vendors (Chrome, Edge,
Firefox, Opera, and Safari) are work-
ing on various mitigation strategies.
Even though not all of those features
are ready to be enabled by default
within a browser, vendors allow end
users to enable a number of privacy
protections. This article highlights
the benefits for each privacy-enhanc-
ing feature, but also discusses draw-
backs and further explains why each
feature can cause web pages to not op-
erate on a fully functional basis.

BACKGROUND ON CURRENT

WEB ARCHITECTURE

As a first line of defense to preserve
user privacy, all major web browsers
adhere to the guidelines of the same-
origin policy, which limits a website’s
access to information. This policy
allows web pages from the same ori-
gin to access each other’s data, but
prevents data access from web pages
of different origins. With the same
origin policy, malicious JavaScript on
one origin cannot obtain access to
sensitive data on another origin.
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Figure 1. Without first party isolation, the same cookie is sent no matter the first

party domain.
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Figure 2. With first party isolation, separate cookies are sent depending on the

first party domain.
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The same-origin policy also de-
fines which cookies a site can access.
A cookie is a small piece of data that
a server sends to the user’s browser.
The browser then stores such cookies
locally on the user’s device and sends
that piece of data back with subse-
quent requests made to the same ori-
gin. Hence, cookies are a mechanism
to remember stateful information in
the otherwise stateless HTTP proto-
col. While cookies find legitimate us-
age on almost every website, tracking
sites also rely on cookies to trace users
across multiple independent sites on
the internet.

TRACKING FUNDAMENTALS
For end users it is obvious to under-
stand that a “first party,” which is the
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website the end user visits and in-
teracts with, is able to log and track
movements of the end user interact-
ing with the page. It is less obvious
however that “third parties” can also
track the movements of end users.
Third parties are commonly hidden
trackers, such as ad networks embed-
ded on almost every web page, which
leverage the architecture of the inter-
net to track users across the web. To
illustrate the problem, consider the
following example:

Step 1. A user visits the website
https://social-example.com and social-
example requests the browser to store
a cookie.

Step 2. The wuser’s browser
will return the cookie back to
social-example.com whenever the

user visits the site in the future.
If the user visits https://health-
example.com, the cookies from
social-example.com will not be sent
because health-example is a differ-
ent origin.

Step 3. However, if https://social-
example.com is embedded within
https://health-example.com, social-
example’s cookies will be sent with the
subrequest for social-example.com.

Step 4. Now social-example.com
has gained sensitive information
and knows the user, as identified
by their cookies, has visited health-
example.com.

To make things worse, third par-
ties quite often rely on a combination
of cookies and other tracking technol-
ogies to uniquely identify an end user
in an attempt to gather as much infor-
mation about end users as possible.
Trackers then use that data for a va-
riety of purposes, mostly selling data
for profitable re-targeting purposes.

PRIVACY PRESERVING

FEATURES IN A WEB BROWSER
Browsers have deployed multiple pro-
tections to prevent against informa-
tion leakage. Unfortunately, along
with privacy protections, most of
these features are also coupled with
inadvertently breaking other web ex-
periences. For example, third-party
login portals or payment gateways
can cause a confusing and disjointed
user experience.

In the next sections, we describe
various features that most browsers
have built-in, but are mostly disabled
by default because of said breakage.
However, thoughtful users can opt
into using one or more of these pro-
tections in order to mitigate privacy
threats to their data.

Private browsing mode. When
browsing the web, a browser remem-
bers lots of information, mostly for
convenience. A browser can remem-
ber a user’s browsing history and
cookies, which allows quick access to
the pages a user has already visited.
However, there are times when this
behavior is not necessarily desired, on
a shared work computer for example.

Using private browsing within a
web browser allows an end user to
browse the internet without saving
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any information about the sites and
pages visited. Therefore, all cookies,
and other persistent identifiers, set
in private browsing sessions are de-
stroyed and deleted within the brows-
er when the private browsing session
ends. This deletion of the browsing
state prevents trackers from being
able to track end users across multiple
sites on the internet.

Stripping  third-party cookies.
Third-party cookies are cookies that
are set by a website other than the one
that appears in the address bar. Imag-
ine a webpage that includes a gadget
from a social media site. That gadget,
which is considered third-party con-
tent, can set a cookie that can then be
read by the social media site.

Most web browsers have an op-
tion to block such third-party cook-
ies. The downside of blocking third-
party cookies is that browsers are also
dropping cookies from third-parties
that are actually cooperating with the
main page to make a website work; for
example, logging in with your email
provider or making payments with
your preferred payment site.

The advantage of removing cookies
from all third-party requests, howev-
er, is it prevents cookie-based tracking
from all third parties. In other words,
blocking third-party cookies hinders
trackers in creating a profile of an end
users’ browsing habits and therefore
also prevents targeted advertisement.

Stripping referrers. When you click
a link on a web page to navigate to a
second page, the browser sends the
exact address of the first page to the
second through the so called “refer-
rer value.” Most sites log this data for
operational, statistical, and even legal
purposes. For example, advertisers
may require a list of referrer values
so they can determine if their ads are
displayed alongside certain content.
Unfortunately, many sites also log
this data to collect as much informa-
tion about users as possible.

Browsers also send a referrer value
when requesting embedded resourc-
es, like ads or other social media snip-
pets, integrated in a modern website.
In other words, the referrer value al-
lows embedded content to know ex-
actly what pages a user visits. In some
cases, the referrer also includes sen-
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Until browser
vendors can

ship more of the
presented privacy
enhancing features
by default, we
encourage end users
to take precocious
actions.

sitive information (such as the user-
name) that is also leaked to the em-
bedded resource. To mitigate the risk
of websites tracking users throughout
the internet with the referrer, one can
modify the referrer settings within
one’s browser.

Tracking protection. The track-
ing protection feature relies on a
pre-generated list of known tracking
sites that browsers can use to identify
and block tracking requests. Since
requests to tracking sites on the list
are entirely blocked, tracking sites do
not have access to any data, including
a user’s cookies and referrer values.
Please note that this type of protec-
tion is only as good as the blocklist;
different browser vendors rely on dif-
ferent blocklists.

Generally speaking, a basic protec-
tion list blocks commonly known an-
alytics trackers, social-media sharing
trackers, and advertising trackers. Itis
worth noting that all blocklist genera-
tors constantly maintain and update
their list of known trackers to provide
the best tracking protection possible
for end users.

First-party isolation. First-party
isolation segments all browsing data
by the top-level domain (the URL dis-
played in the address bar) the user
visits. Instead of using the third-party
resource’s origin as a single key to set
and retrieve cookies within the brows-
er, the first-party isolation approach
relies on the origin of the third-party
resource in combination with the first
party domain. Together those two do-
mains form a double-key, which the
browser then uses to look up stored
cookies.

Let’s consider the following ex-
ample: If a user visits and logs into
https://social-example.com, without
first-party isolation, they will receive
a cookie that will identify them to
social-example. If they then visit
https://health-example.com, which
contains an embedded resource from
https://social-example.com, then so-
cial-example will receive the cookie
identifying the user (see Figure 1).

However, if they have first party
isolation enabled, https://social-
example.com will not receive the
cookie associated with the prior visit

. ___________________________________________________________________________________________|]
Figure 3. Websites create a fingerprint of an end user based on the various settings

exposed to the web.
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to social-example, it will instead re-
ceive no cookie or a random cookie
not associated with any prior use of
social-example (see Figure 2). The
first-party isolation model still allows
third-party content to provide addi-
tional functionality to sites, but pre-
vents third parties from being able
to track users across sites using tradi-
tional tracking mechanisms.

Containers. Containers are a
mechanism to separate the end user’s
online identity, providing an alterna-
tive approach to mitigate tracking
without causing the types of breakage
we have described with other privacy-
preserving features. With containers,
website data is segregated into differ-
ent sections, like “personal”, “work”,
“shopping”, and “banking.” Data from
the browsing activity in one container
is inaccessible from websites in a dif-
ferent container.

Containers do not aim to com-
pletely prevent tracking, instead, con-
tainers limit the amount of tracking
to a specific container. In more detail,
within a shopping container an end
user might still see targeted ads, but
the targeting only occurs in that one
container and those ads will not fol-
low the user to the work container.
Please note containers are not a full-
proof tracking prevention tool, since
sites can still see a user’s IP address,
fingerprint the browser, and track a
user within a single container.

However, containers can reduce
the naive, traditional tracking that
happens on the web. Containers fur-
ther allow isolation of social sites that
a user logs in to, and also prevents
search providers from tracking an
end user across the web, since one can
isolate these sites into their own con-
tainer.

Fingerprinting resistance. Ex-
posing more and more capabilities
to websites also exposes more and
more details about a user’s computer
to websites. For example, a website
can detect if the user has a webcam
attached, what fonts a user has in-
stalled, or what the user’s time zone
is. In fact, a website knows exactly how
large a user’s browser window is, and
even knows if a user has a gamepad at-
tached. Naively, one might think lots
of users have a webcam attached and

4y

To make things
worse, third parties
quite often rely

on a combination
of cookies and
other tracking
technologies to
uniquely identify an
end user.

also have the same fonts installed.
However, when one combines the full
set of features, the number of users
with a particular set of attached devic-
es, fonts, time zones, etc. can quite ac-
curately identify a user (see Figure 3).

Once end users started using pri-
vacy enhancing features, advertisers
started to query web-exposed user in-
formation to determine a fingerprint
in order to maintain their revenue
streams. Using such a fingerprint al-
lows trackers to follow a user around
the web, even when they do not send
a direct identifier like a cookie or re-
ferrer. To combat this, web browsers
started to incorporate modes that re-
sist such fingerprinting techniques
by simply faking browser responses
or normalizing the aspects of a user’s
browser. For example, making your
browser reply with “english” for your
language setting already makes a
tracker’s job harder when trying to
identify what language you speak and
potentially what country you are in.

Please note, it’s extremely difficult
to pefect a fingerprinting resistance
mode, and it’s almost impossible to
have all users look identical. Instead
of having a unique fingerprint, a user
will generally share a fingerprint that
is common among hundreds, thou-
sands, or tens of thousands of other
users. And when hidden in a crowd
that large, the advertiser’s unique sig-
nal becomes useless noise.

CONCLUSION

It is hard to programmatically deter-
mine what content is needed for site
functionality and what content abus-

es current web architecture to extract
information from end users.

The most privacy conscious users
may enable third-party cookie block-
ing and resist fingerprinting. In con-
trast, users who just want advertisers
to stop following them may use pri-
vate browsing or containers. Users
who fall in between these two classes
may select a combination of these
techniques, such as tracking protec-
tion, first-party isolation, and referrer
stripping.

In summary, it is possible to build
a privacy-preserving web browser and
ultimately we would like to see brows-
ers ship more of those features by de-
fault. However, we also acknowledge it
is a hard task to find the right balance
between usability and privacy, often
devolving to trial-and-error.

Until browser vendors can ship
more of the presented privacy enhanc-
ing features by default, we encourage
end users to take precocious actions
by enabling experimental privacy-
enhancing features based on the pri-
vacy level they are seeking, and pro-
viding browsers feedback on what det-
rimental impacts they experience.
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